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Online Relalionships
I can recognise some ways in which
the inkernet can be used to

communicakle

Online Repul‘al‘ion
I can idenl‘ifﬂ ways that I can Pul‘

informahon on the infernet

E-SO‘FCtH Long Term Overview

(Orcmge — links to PSHE)

(SA= Stand alone)

(blue additional links o compuhng)

Self —imoge

Tcan recognise that T can say 'no/
‘please stop/ Tl lell'/ Tll ask to
somebodﬂ who asks me to do
somthing that makes me feel sad,

embarrassed or UPSGIT

Anl‘i—bullﬂing week

I can describe ways that some
People can be unkind online.
Ican offer examples of how this

can m0|<e OH’ICFS feel.

Privacg and securil‘y

Tcan idenl‘ifg some simple
examples of my Personal
informahon (e.g. name, address,
birl‘hdog, o,ge, local‘ion).

I can describe the People Ican
brust and can share this with; I

can explo,in Wl"LH I can ITI"USL

them.

Inl‘ernel SG}'el‘H DOH -
cho,nges fOCuS everg Heo,r— TBC

Managing online infcrma[ion
I can lalk about how I can use the
inkernel to f'md H’»ings oul

Ican 9ive simple examples of how to

f'md in]:ormal'ion (e.g. search engines,

vaice aclivated searching)

Health and well
l)eing
Ican idenl‘ifg rules

H'I'O,t help |<eep us SOFE

and Heall‘hy in and
begond the home
when using
lechnologg.

Tcan 9ive some

simple examples

CoPHrigM and

ownership

I know that work I
create belongs to me
I can name my work
so that others know it

belongs LO me.




Online Relolionships
I can use the internet with adult
supporl' fo communicake with People
I know

I can exPla‘m whg it is imPorlo,nl' fo
be considerate and kind to People
online.

I can give examPles of how I mighl
use }echnology to communicale with

oners I don'} |<now welL

Online Repul'ol'ion

I can recognise that informal‘ion
can s|;o,3 online and could be copied
I can describe what 'mformahon I
should not puf online without asking
a hrusted adult firsl

I can expla‘m how mformal'ion Pul
online about me can last for o long
fime

I know who o talk to if T think
someone has made a mistake about

PuH’mg sameHling online
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Self —imoge
I can recognise that there may be
people online who could make me
feel sad, embarrassed or uPseL

I can describe way in which People
might make themselves look dij:ferenf
online.

I can give examples of issues online
that might make me feel sad,
worried, uncomforfable or
frigh}ened, Tcan g‘we examples of
how I might 9e} help.

Anl’i—buuging week

I can describe how to behave online
in ways that do not upsel others
and can give examples

I can give exumples of bullgmg
behaviour and how it could lock
online

I understand how bullH'mg
behaviour and how it could ook
online

I can talk about how someone
can/would gel help about be'mg

bullied online or Offline‘

Privacg ond securil‘a
Ican recognise more delailed

examples of in]:ormalrion that is

Personal LG me (eg w|'1ere I live,

my J:amilH's names where | g0
bo schaol).

Tcan expla‘m whH 1 should
alwags ask a brusted adult
before I share any informahon
about mHself online.

I can describe and exPlain
some rules for keep'mg my
informo,han Privo,l'e.

Tcan explain what Passwords
are and can use Po,sswords for

mH OCCOUI’I[’S cmd devices.

Inlernel Safely DGH

- changes J.‘OCIJS everg HCQI’-

BC

Managing online informolion
I can use the internet to find Hlings
ouk

T can use simPle kegwords in search
eng'mes

T can use I(egwords in search engines
Tcan expla‘m the difference belween
Ht'mgs lhal‘ are imo,g'marg, 'made U,P'
or ‘make believe’ and Hxings that are
‘true’” or 'real

Tcan expla'm whu:J some informahon I

f'md online may nat be brue.

Health and well
l)eing

Tcan expla‘m rules to
|<eep us safe when we

are using l‘echnologg

both in and begond
the home.

Tcan give examples
of some of these
rules

Tcan expla'm simple
guidance for u,s'mg
lechnologﬂ in
different
environmenks and
seH:'mgs

Tcan say how those
rules/ guides can helP

me.

CoPHrigM and
ownership

Tcan expla‘m whg
work I creale us'mg
lechnologg belongs fo
me

T can describe whH
other People's work
belongs fo them
Tcan recognise that
content on the
inkernel may belong
fo other People.
Tcan say whH it
belongs fo me (e.g.
s my idea’ or T

designed i)

Linl(s Lo cgcle A—

word Processmg -

lesson 4—




Online Relahonships
I can exPloin some risks of
communico,l"mg online with others I
don't know well.

Ican exPlo,in what it means o know
someone and whH this mighl be
differen} from knowing someone in
real life.

I can describe slro}egies for safe
and fun experiences ina range of

social environments

Online RePul'ol'ion

I can search for informol'ion about
msself online.

I can recognise I need bo be
careful before I share anu\.j}ning
about mHself or others online.

I know who I should ask if Tam
not sure if 1 should Pul someHnng
online.

I can describe how others can find
out 'mformohon about me bg lool(‘mg
online.

Tcan exPlo'm ways that some of the
'm]:ormohon about me online could
have been created, coPied or shared

by others
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Self —imoge
I can exPloin what is meant bH the
term 'iclenl'iiﬂ'

Tcan exPlain ways in which and
whH I mighf change my idenl‘i[‘g
dePending on what T am doing

online (e.g. 3oming; using an o,vol'o,r;

social media)

I can exPloin how my online
idenl‘i}H can be differen} fo the
idenl‘i}H I Presen} in real life'
Knowing Hns, I can describe Hte
righ} decisions about how I inkerack
with others and how others Perce‘we

me

Anl’i—buuging week

I can exPlain what buuging is and
can describe how PeoPle may bullg
others.

I can describe rules aboul how to
behave online and how I follow
them.

I can idenhﬂj some online
fechnologies where bullging migh}
fake Ploce.

I can describe ways People can be
bullied Htrough @ range of media
(e‘g‘ imo,ge. video. lexl, chab)

I can explo'm whg I need to think
co,re]:ullH aboul how content I Pos}

migh} o,]:]:ec} OH\GFS, their feel'mgs

Privacg and securil‘a
Tcan give reasons whH I
should oan share informo,hon
with PeoPle I choose to and can
brust. I can exPlo,in that if Tam
not sure or | ]:eel Pressured, I
should ask o brusted adulk.

I can describe simPle stro}egies
for creohng and keePing
Pusswords Pr‘wo,}e.

Tcan exPloin what o s}rong
Password is.

I can describe slral‘egies for
keePing my Personal
informahon Privo,l'e, dePending
on context.

Tcan exPlo,in how inkernek use

can be monitored.

Inlernel Safely DGH

- changes fOCIJS everg HCQI‘-

TBC

Managing online informalion
I can use |<e3 Phrose in search
engines

Ican exPlain what aufocomple}e is

o,nd I’IOW ITO ChOOSG H’le besf suggesl‘ion

I can describe how I can search for
informahon within o wide group of
lechnologies (e.g sociol medio, imoge
sil'es, video sil‘es)

I can describe some of the methods
used to encourage PeoPle fo bu3 H\ing
online (e.g. odverhsing o;fers; in—oPP
Purchoses, pop U,Ps) and can
recognise some of these when Hleg

appear online

Health and well
l)eing

Tcan exPloin whH
sPending foo much
fime using technologﬂ
can somelimes have
negolive LmPocl on
me; I can give some
exomPles of achivikies
where it is easy bo
sPend a lob of fime
engoged (eg gomes,
films, videos)

Tcan exPlo,in how
using fechnologg can

distract me from

other l‘hings I mighl‘
do or should be
doing.

Tcan idenl‘iﬂj fimes
or situakions when I
migh} need fo limib
the amount of fime I

use l‘echnologg.

CoPHrigM and
ownershiP

Tcan exPlo,in whg
copying someone
else’'s work from the
inkernel without
Permission can cause
Problems‘

Tcan give exo,mPles
of whal those
Problems migh} be
When seorcning on
the inkernel for
content bo use, I can
exPloin whﬂ I need bo
consider who owns it
and whether I have
the righl‘ bo reuse ik.
Tcan give some

simPle examPles
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and how it may o,]:feci how others
Feel about them (their repul‘alian)

lesson 5

Links to cgcle A — Scrakch —

coPHrigH and ownership lesson 3
Online Relohonships Self —imoge Privacg ond securil‘g Monoging online informalion Health and well Copgrighl and
I can explain that there are some I can explain how idenl‘i[‘ﬂ online I can create and use sfrong I can evaluake digil‘al conkent and can being ownership
people I communicate with online can be coPied, modified or alfered. and secure Po,sswords exPlain how I make choices from I can describe ways I can assess and
who may want fo do me or my I can demonstrale resPonsible Ican expla'm how many free search resulls lechnologﬂ can affect ]u,shfg when it is
friend's harm. I can recognise that | choices about my online idenhlg, apps or services may read and I understand the difference bebween heall‘hg sleeP and acceplfable fo use the

this is not mH/our faull'.

I can describe some of the
communities in which I am involved
and describe how I collaborate with
others Posihvelg.

I can show I understand my
resPonsibilil'ies for the weu-be'mg of
others in my online social group.

I can expla'm how impulsive and
rash communicalions online may
cause Problems (e.g. flo,m‘mg,
content produced in live slream'mg)
I can demonstrate ways of
reporhng problems online for both

mHself and I’T\H J:riends.

depending on context.

I can describe ways in which media
can shape ideas.

I can describe issues online that
mighf make me or olhers feel sad,
worried, uncomfor}oble or
Frightened. I know and can g'we
example of how I migh} help, both

on and o;fl'me.

Anl’i-buuging week

Tcan recognise when someone is
upseh hurt or angry online.

I can expla'm how to block abusive

users.

share my Privo,fe informalrion
(e.g. friends, contocts, lil(es,
images, videos, voice, messoges,
geolocahon) with others

T use differen} passwords for o
range of online services.

I know whal to do if my
Pussword is lost or stolen.
Tcan expla'm what app
Permissions are and can give
some exo,mple from the
lechnologg or services | use.

I can describe simple ways bo
increase Privac5 on apps and
devices that Provide Privacg
seH'ings.

I can describe ways in which
some online content largets
People fo gain money or

'mJ:ormalicn iuegollg; Ican

online mis—mformo,han (inaccurate
informahon dishribubed bH accident)
and dis—informahon(inaccura}e
'mformahon delibeml‘elﬂ distributed
and intended to mislead)

Tcan expla'm whal is mean 53 a
‘hoox. I can exPla'm wh3 I need bo
think carefullg before I forward
o,nHHl'mg online.

Tcan expla'm whg informal‘ion that is
on a large number of sikes may shill
be inaccurake or unkrue. I can assess
how this migh} happen (e& the
sharing of misinj:ormahon either bg
accident or on Purpose)

I can demonstrake the strutegies I
would applg bo be discerning in

evalual'ing digi}al conkent

can describe some of
the issues

I can describe some
slrategies, Hps or
advice ko Promole
hea”:hg sleeP with
regards bo
lechnologﬂ.

I can assess and
achion differen}
slrategies bo limik the
impacf of fechnologg
on my health (e.g.
nighl‘-shiﬁ mode,
regular breaks,
correck Pos|:ure, sleep,
diet and exercise)

I can explain the
impor}ance of selj:—

regulaling mg use OJ:

work of others

Tcan give examples
of content thal is
Permi[‘led fo be
reused

I can demonslrale
the use of search
bools ko f‘md and
access online conlent
which can be reused
53 others.

I can demonslrale
how o make
references bo and
acl(nowledge sources
I have used from the

inkerne.




Online Repul'al'ion
I can search for informalion about
an individual online and creale o
summary rePorl' of the informal‘ion
I J:‘md.

I can describe ways that
informahon about People online can
be used 53 others to make
judgemenl‘s about an individual.

I can expla‘m how I am developing
an online repu}ahon which will
allow other people fo form an
opinion of me.

I can describe some simple ways
that help build o Posihve online

rePu}aHon

S —
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Find
Ican explain how I would report
online bullging on the apps and
plah:orms that T use.
I can describe the helpl'me services
who can suppor} me and whal I
would say and do iJ: I needed their
help (e.g. Childline)
I can describe how o caPEure
bullging content as evidence (e.g.
screen—grub, URL, prople) bo share
with others who can help me.
I can idenhﬂj 0 range of ways bo
rePor} concerns both in school and

ot home aboul online bullﬂ'mg

vour fantastic!

describe sfralegies fo help me
idenhﬂj such content (e.g.
scams, Phish‘mg).

Inl‘ernel SG}‘el‘H DGH

|_'Ln|<s Lo cycle /A\ - Blekchleg

Parl( - Pr'wacg and securihj -

lesson 2

I can describe how some online
‘mformo,hon can be opinion and can
offer exo,mples

Tcan def'me the safetg berms
"mfluence' 'manipulahon' and
’Persuasion’ and expla'm how I mighl
encounter these online (e.g. o,dverhsing
and ‘ad largehng')

I can idenl‘iﬂj, flug and reporl

inoppropriale conlent.

lechnologg; Ican
demonstrale the
slral‘egies Tusetodo
this (e.g. monilroring
mH l‘ime onl‘me,

o,voiding accidents)




